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(54) IMAGE PROCESSOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an image 
processor capable of obtaining a sufficient energy- 
saving effect by carrying out communication of 
additional information in an energy saving state via a 
network without applying power to the main section of 
the apparatus for substantial image processing of the 
apparatus. 

SOLUTION: The image processor is characterized in 
that a sub-unit takes over a network setting in a main 
unit by informing the sub-unit about the setting 
information related to the communication of the 
additional information in the main unit via the network 
when shifting to the energy saving mode so that the 
sub-unit can communicate the additional information via 
the network in the energy saving mode for the main unit. 
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•y hV-:?'RiaSSffi#l-S'::^>'^'Cfr^:t-/ h V-:? fctO^ffi^oS'W-y h'7-:J'jifi©l 
ffl^gfc , mia±^MSPA^'^<^mie«x;t4»t«*»'b^0ffffOS^lcf+raLTii(I$ixT < 

-ssiie^-y h'7-^'mmm.^mmi:^mLxmsiMMeM^mzWi^ ■ m^^-thm&mm 

« 

Lx. mMi^^'yh'7-i^i)^(:>!^mMizM-thm^<7)m^i,zm-hm^<7im!^(^mm^'i7'y 

fcmz, 0 1 "5 *\ Midi^-y bv-^' )ifiSfJ{H!¥©lc;*3lt •Smile ^-y hV-^$r 

J: 0Bffie±^MgBSrf!jfl24fc®WS^»$-ti-|.i:ft{C- •f-tO^') t Ot^W-f-SfSlgSr^-y 
- ^ iilimrfe^ffllS i; L -C H?ie±^Sg?tCjl»-r !> f^^^W^S $: fii i. I. , 

3S 2 izim<r>mm9mmm.. 



I 



!^ffl2005-45301 (P2005-45301A) 



(3) 



[000 11 

^t^^m&<^^--y h'7-9mm&mmmi^zm-:^\^^xmii^--y h'?-^ t<Dmx''^o-:)j 
. mi^- y h'7-i^t:itLx'^^tK^^hmm'f-i^^zMLxmM<^mm^^^rommmm 

mmzm-th. 

[0002] 

^^ yh'7-^7r^x«|g^^#M®J!!laa«g5r^g'^Wt;:^i;t?t^^ MFP ( 

Multi Function Peripheral) J-^f — -«f h^ifc7)LAN ( 
Q-^/P-Xijr • ^C«^UT. IP. UDP. TCP. SMTP. PO 

P3.LPR(Line PRinter daemon p r o t o c o 1 ) ^h'<7)J: 

)VmmM±LXki. *#:i?^^ho— ^.i<-H±^^>f >^cOCPUt^T. I PULh^^-y 

y'-i^ V y^mtirmo ^ -"^^-y h^tlzMSH^LfzN I C (Network Inte 
rface Card)ffl!ltC. I Pj.Xh<^^> y h V-^Tn h 3;K7)— gJ2:^LT . * 

[00 0 3] 

LA^L. mti£. MiMEm^^o^-MzxDmmf-if^^m^m^h^'^. ±^m<^^ 

-^^WiO'J^Wt^h^ . tfz. S MTPy^xJh^Jl^co^mk LX. tK^W'ofzMiSi'f 
— :^S:M I ME^mflMLfz^. M I MEmAX'^iMLfz?(—Jl'^^h7t(OMiB^'f—iS^iz^^ 

^mtfz^. m\commmbLxmm&^m^j:i:'^n-o^b\ mmTmm^mm?:ffds 
wtf^hh. i.pR{zx.hm\^<m^'f-'^(nmm\iZ-:>\^xi:,nmxh^ . mz. 

[0004] 
[000 5] 

?m ^^lfcttS;i. ^ix4> cOSg*3ft<7) iftf^ ?: V -C t ^"sjtg ^^t® K)^^® l^z 
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tX^hh. 
[0006] 

[0007] 

Lt^L. LPR (TCP/I P^-7hy-i7S:giLTEP©JS:tT^3rnh3;P) 

m^x^x^^^h^jmffihh. 

[00 08] 

-e^95Sijai:^S*«4. TCP ■ UDP/I P\^Xt(Druh::iMzXhM^(^tzib^ ^(r>T 

^mW^(^S:m^W.cOfzib(/)TC P - U D P/ 1 P JiLbcoro b J: ^ ^-y h y-:^ 
[0009] 

ij^c. POPS 7' oh Z2;U^ if J: 0 ^ -;^•9--^^H^T ^"i^J^LX J^mMMcom^J^ 
[00 10] 

^comm^-Jl'CO^Mco^:j^-y1^i±. TCP • U D P/ I PtJUL^orn h r7yH3 J: 
mi^LXK^h^2^ij^hK>. N I Ci^Z(D^mnLXiS:iic^^-^^--/ hU<fUX'^- y h^- 

DT$)Sf(^^-/^<^^'*^^^ 'v^<7)/::*^iOTCP • UDP/I P13lJi^7'nh3 
yl^tc J:-g>:t-yb'7-:^i:^^0i:0 tc^:^^:m:^?HM*W r> T v ^/;: . 
[00 11] 

— TCP • U DP/ I Pl.U±^rnh=2;U*^P5i:>^^-ybV-^t<5O^0i: 

o P 3 Sfi . L P RSfl^ t'coi^^M.comi^'f- ^ oy^^ 3 S ^a**c;oiiiil5&S \iz 

hV-^S^tc^DV^TiL mn'^hfiX V ^ 1) J: 3 . v^'»*^'-r < ^ < T tf {i-t'cowao 

[00 12] 

P/I P4^ y hy — :^tCiDV^T. I PT HU-:^*»'c>^-'*?-^-y h<50l^§ITKl^;^ (MAC 
TKl/X) ^'myh(r)\iZ^t>Kh-rxiY'a}VX'hh . ARP (T Hl/X§|?^ro brJyU : 
Address Resolution Protocol) <r>^^h ^ifihh. 
[00 13] 

^/c. TCP/I P^-y yu-^'^nyfji.-^'. ^-/hv 

. UM<7yMM^t^ hW^^i^^ I B (Ma nagement Information B 
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M I BtcS-:Jv^-C®«J^r^S-*f^rdroh3yl''Cfci.. SNMP (Simple Ne 
twork Management P r o t o c o i ) i: O^^t!^'?). 

(00 143 

tfz. I P<7)X5-^-x-b-i^'^Jffll^ •y-fe->''^^jM-rsroh3;UT'^)0, TCP/ 

V^^>ix€>. ^-y hV-^^Bfro^^Ap i ngA«^drnh3/UT-*l), I CMP ( I 
nternet Control Message Protocol) t.'O ti^ii 

[00 151 

^©«3tS:j#*). ®±{4c7)-9-->'N>'GPS^SrfiJfflLTiELt^B$|ti|^ft, TiiKOi^Xhii 
■i:ti^0m-t^9X'^mi^iy-±^fc!if)crtyuhajUX-$ih. SNTP (S imp 1 e 
Network Time P r o t o c o 1 ) cT)^^ i: OA^'S. 
[00 16] 

ifc. LAN±coss*{ci!jwtci PTKuxs-wo^TSJtyxorohn/p-C'ibi., dh 

CP(Dynamic Host Configuration Protocol) 
[00 1 7 J 

-':fjX\ y hV—!'m^<r>'^Ji:^Mm<r>m»imt LXii. Ethernet3>'ho 

-y^^mLfci^-^, mO&i^i:^^-^. ^^l-o-^Sriec:^ (^^-ha-^cTjmjiS 
SrON-rS) iiOlih-^tzt^ . ^-y hV— :5'^S[ii-I.ARP^rirfcJ;^7'o-K^^Xh 

L=5rttixt±'^ ';>-r , -e t> -^^ 1 3 >- h a— ^<0Sag<0O N/O F F SrSi|(»-r-&^a<:o±/t: & 

F4fc®<7)«^. POP 3 t'tc J; 0 ^mz^^ y h V-i? tCVN'ir .y h i:mm^i> ZthT 

[00 18] 

[00 19] 

^2 0 0 2-2 180 9 9^^?S 
[00 2 01 

ziDXoiz^n. m.:hmm*i'-r<^<x-ttn±-r(^mmmm(o^-yh'7-i^i'fi-Lfc 

CP - UDP/I PJ.Xh<orohn/KO*J«S:ffd£«*%-?/::^ctf>, +^^:€x^v5a)|| 
(00 2 1 ] 

mimmizm^x^j:$ttfzt<r>x'h>^ . '^:i^^-^m(,z)6ifi>mmmm^^^ y 
hv-:? s:^^L7t■^o a S: . ^s^^<^mmmmmi^i:'tTdi&m.(7)±titmfSiizmm.^ 

(00 2 21 

[ 5: Mi??-r h 7t;y><7)#g } 
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mm- t:.wm^mm.^^nj] m^^^mLx mit^mmm & mi^^i,zm§ $ -i^s ^x 
0 $rff d fcib(ommmmcr>^ o t o ^ ^«6±ie«¥etc^^ • ie«$ tut ^ ••/ h 

St. mBw\mmmzMLx'M:3^^-^m'\cow<7^mi^i-i>(oi,znmLxmME.^^yt^'7- 

if)cr>muffimm<^'^'ot'oi:mii&^mzm.^ • ^m$tix\,^h^-y hv-^Ma^tf 

m^mmi:^mLxmwdM\is.i^^mz^ ■ tm^ithm^mmsm^^^&.t. mrie 
^-y h "7- 2? ^ , mrie*x:t^^^©^tc Jo V -'T fifjieiij^^ -y h -7- ^ aft^iffli^stcjg^g-r 

[0023] 

w^3i2tc:ie«ccoffi«j!!ia^fi(i. tmmi izmmcomimmmmiztiK^x . mrie^-/ h 

[00241 

[0025J 

Mmm4izim<r>mm^mmm.ii. msm2i,zMm(r>mimmi^&i,zts\,^x , mieiij^-y 
.y h -7 - is> e ^atcM-r ■& mM<^mmzM-t & mmcom^comm ^ff-ytzmiz. ^ 

e^OtW. msd±^--/h'7-:!>'Mmmm^mz}Hfi,m£^-y h'P-^^irLfzmiSi 

msmi:mmmizmm^^i>tmz. -em'Oi: oicM-rstf^^^-/ Hv-r^afif^ 

r'~::^mmmmmmmmtzmmkmte.imt&^mi^m-ti><omis.:^^ -y h ■7-:73ifi 

itff^mmmcomm^h'ofzm^izii, ^(^mmizm-:5\,^xmBe.^--y h'7—^i:ifLfzm 

[0026J 

t fl^^-y h'7-^'afi*JW*StCti{t6MlS^-y h'7-i'{:itLfzmm'f-:9 
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-is^c^^m^m^mMmmmm^mzmm^^thz t i:nmt'ti>. 

[00 271 
[00281 

tr. miitz. ^^m^mm^mmizi^^&mmmmmmi?:^^L^tLfsMmi^^^Mz-D 

[00291 

Ratcii^V^-C. mi&9m^Sllii. LANl OOiiitbXl O l=5rV^Ll 04WN-y'^ 
yl'nyb-a.-:^ (PC) tJf^^fi. >ei^^PC>!;>^^LANlOO^y^LTEP©]fifell$i^ 
Jta^-r - ^ <50TOJai* .#PC*-/^>LAN1002:^^LT7r:P'S^SU M«flc|g $ tifc 

-^OPSTN4 005:^L/::4 0 1 . 4 0 2^<J0G 3C07 r UislM^<:OiMfi. g 
mmxm^m o amf-'- 5^ S M T P mm 302Sr^L/::-f>^~^-yh P 
C 3 0 3^:^-y h'y—^ y T ^ ^ VmM:3 0 4^t'^coM I ME^jCcO;^— ;WcJ;S7 
r^i/^iJIft. POP3'^->'N'^g3 0 l^iTLfl^ yi^'-^- y h±(7)P C 3 0 3^^-x 
hV-^'yr^^i^S ySM3 0 4^ifA-<^c7)M I MEm^co;<-MzJ:i>y r^^i^^ US 
(t-EpgiJ. PSTN400S::frL7t:7Ti?^>'5»;Sa401. 4 0 2^i:^^i^(J0G 3 :7 r 

[00 301 

^/vi. I SDN5 00tco-f yi^—yx.—y.^mx,tm. i SDN500±.coyT:^i^i 

[00 3 11 

agsi oRv^mmu4ocommz-y\.^xcommii. mz^ti^'tim3Rx/m4i,z}^\f^x 

[00 321 

ii2(ci^i^T. mmmmmmii,±. ^sagpi o. si]^agP4o. ±m6o. mmmi 

0. -yf-G 1 . gJUlSX^ y^7 1 . LANflJ^X-f -yf-l 0 1 ^tlCj: Olf 

[00 3 31 

^ffl3c^m^8 0t39Mji;:^>f .y^7 1 trU-LXmm^titzMmMl O^t. ffiffl^eS«i!g 
8 0:;(?>^c7)-«^3 ^SiJgM4 0 tCiS^-r^«jE(C^^m LTSfJgag84 0 ^CfltjA^r^ i>c7)-Ci> 

So 

[00 341 

i»J«igX>f •/^7 Ki. i-iftcJ:0ON/OFF$ixi>X^ -/^X^hi>. 
[00 3 51 

M7 0 (i. mm^^mMms o *>/?>eom:^ 5:±sis 1 0 i^zm^^ hmKhz^m Lx±mm.m 
1 o(cet|A-^i,i,<7)Tj)-&o 

[00361 

^mMy^A y^e a^a^4 0c0I/O-f >':^-7x--X4 7tCj:0ON/OFF 
[00 371 

LANflJMX^ 0 LAN 10 0$:. ±^^35 1 OOLANfeiM©JfflIS62 1 ^ 
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•ChO. SiJ^ia^4 0<^I/O'f 7x— ^4 TtCi 0 ON/OF F$*t^. 

[00 381 

§Ji|-S^4 0 (cS L . a'JISag84 Off)'>:x,i^J:.J <x 5 0 tcgf^$ ilTt^^^T^^ ^ U 3 0 « . 
iilSSSl 0<7)>-;^x-f*/N'X2 4Ct,S^:?ix, 3K:^3&»^><7)T:5'-b;^ (SI'iiA, K;^ai 

[00 39] 

±mi®6 0*>4>±^Sgi5 1 0^iO«:>jfitjAtfr)-^^ t^V^iO^m^r-^i: LT«, *ll]Sg«O0 
SCOJ: dtc, ±«i®6 0i:ffiffl35^«i^l8 0i:<oS^^/^aJBr<o«JO^;iMJ:4*&^Ot5^ 
3&<. ±^^6 0<7)*Eft^ft'B^:^^-e?-tS5*^-C^.|>/c4^»^ L.V^*^, ±«^6 

03&^'ii;ii>ai^jf?ih«fi£S:*ijffl t?t 0 . ±«S6 0 hi^Bgp 1 0 tcDmi,zmmim<r>fc 

8354 0 1 1 ocOliigJr^tffl LT , iiJ^agB4 0 A^'-e^O^tfflcomJ&^'biSSgS 1 0 ^ 

«ott:^65if&iOO N/o F F ^ Mfti-r^ J: ^ (c LT t J: V ^. 

[0040] 

ia3(c. 1 o±jissB 1 oco:/o y:?a^ic-5>,^Tq^-r, 

[004 1 1 

|5lll(Cfcv->-C, ±mm^l Hi, RAM 1 SSrf^M^t L-CisEfflLoo, ROM12t 
«§ji^il/c$iJffliru:/7A(cao'v^T±^lgaJl 0=8-g|55:*ilffl)-r«.«t'ifc?1IS:5»ia^a ( 
CPU) X-$)h, iMMMl It^r^CPUti, ±^aSP l 0 i&«c«stif^$(j{^-<^;^<7) 

[004 2] 

ROM 1 2ii. 8uaL;tJ:dlc. iSiJWSPl lA>'±^agpi 0^Sii:mWt^fcib(7)mm 
ro^i^7AA«ie<g$/lTV^€) 'J-H^t-^'J^^riJT'^S. RAM 1 3{i. sIl^LTtiatC 

[004 31 

:^y^titz^m.X'L^(om^fymiSLm-thj<^'jTh<j, mt^mut, eeprom ( 

[0044] 
[004 51 

[004 6] 
[004 7] 

mt-n%. MMRW^<b:fir^. J B I G^?^-ft;:fir^^«7)n;rSo«^^<t.*^T'??-t-ftff^-r 
■§.-:fir. «F-^{t;$^iTv^s:S:S®ffll-r-^S-, MHf5r-^'(i::^rj^. MRi?^-rb*^, mmr 

^it-fi^. J B I GVf^^:}i^\,znmthm^ffym.^^-n^X'm.^W!^-thi><r>X'h 
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[00481 

LANgill©jffl}g52 02^C^L/::io(z. L AN^3)Jax>f yf- 1 0 1 ^tfrLT. ^ 
tfev^TTCP • UDP/I PfeUicorohr7;^T'f^fS:$/xfc^N-^v h?:^ >f:t-yb 
[0049] 

. HD]^cy\y-M.{t^ixfz. mnw^mm^c s i . ^ ^ 'J9}vmmm) i s^sr^- 
o\.zm-^<G3yr ^i^^')mmm^^'^^t^'thfz^(Dis^^^2:.mmM^ ( v. 2 1 

^xA) . ±tcMmx-^^5:^0i:0-ri>>t*^OJSatTA(llgT^>S. V. l 7 
. V. 33. V. 34. V. 29. V. 2 7 t e r cO#^xA^|g^{i;tT V^-g> . ^^i. 
G3FAX^rA2 2{i. ^^>f-\'yU#-^(cS^JEBL7t DTMFfi^cO^^ • i^lffit^T^. 
[0050] 

ffl»Jffll^a23<±. PSTN400fccom^W-f >'^-7x-X'C*>0. ^©JM^S2 3 
<±. PSTN4 0 0c7)JdA*I1III<5^. iSgS/P-rcOfflS ■ @i8^0figtt^ls^7)1^t±S 

[00 5 1] 
[00521 

g']SSSP4 0tcMt-^*Wp^^l'3 0;^?-'f/Xf-Av<X2 4$::frLr. 1 J: 0 

r ^ -fe X orsgTj) s ^ i: « B?^ t ii 0 -c^ ^ . 

[00 5 3] 
[00541 

iHliatCi^V^T. ©J$fJWgP4 RAM4 3$:f^«JSi:LTfigfflLoo. ROM42(C 

CPU) x'hh. mmm^A i^tchcpuit. mm-h^oi^z. oct^^x^. 
. imm^wkwmi:rioh(r>x^h^fzib. ^ti^z^^-otzis^^m^- rmwi(D{,a}ii- 

[00 5 51 

ROM4 2a. mi^L/cct dtc. mmmw^A xtf^sAmm.mA o^m^:mm'thfzi^<rymm 

7'ai/^A3&>lEii?ixTl^SU-K:tyU^^yT&&. RAM43«. mTML^tid^C 
gJ©JffilgP4 lOf^^miiti: LX^m^tihyyrM.T9^:^;<^'JX'hh. 
[00 5 61 

:^7$iX7t4^Srt^cOieiSrt§^«^'^S^^»JT'i>»3. Mtt^^za. EEPROM ( 
[00571 

m\:.x^(7^:/7^yhm^mi.mnm^A ii)^^(^/;^yhmf)^oiz^->fz/)^^mMthz 
tx\ m^LfzmmcDmmimh. 
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[00 58] 

y^6 l^. LAN43J^X^ v^l 0 1 <7)0N/0 F F$flffllS:ff 3 • 
[0059] 

LANiimmm^4S\ii. m2(fZfikLfzJ:o(fZ. LAN^JJ^X^ y^lOl^rH-LX. ^ 
-^f^-y hc;)LAN 1 OOtCjg^^il. ^WM^l It-hm^tlfz. rxiha)VX9 y9 

r o h 3;l/±r^ 0 i: D T'^ S ct 0 tc-r S t COT'* 4 . 
[0060] 

i^XxAyN';^4 9(i. ±M^Ut'^r-9^'^'^M^^hfz^<r>i'-9^'^:^ - TFl/XA::?. 
[006 1] 

M«JgMgB4 0(cSL. i/XxAy^'-X4 9tc«g^$i^/;:*^;><^U3 0^i. >'X7^Ays:x4 

1 \ hzhT9'^y^^fih:it\±W^LfzM^Xhh. 
[0062] 

[0063] 

T\ ±^S^1 0^0LANfSill$*]fflIgg2 l^iij5ISgP4 0c7)LANfEjll$JlfflIg54 8(Cffl^^ 
•f-St^JOT'*)*). r;t..y ^17— U Pj TuV^)ViX'^^^tlfz. m^iz^vct^ 
AC^ yrfcMACx-^fc^&^^^^SMAC^'N'^'y h<:O^IBtC. r>'yy^at/X^'- 
^ ■ yU—2x ' T U ar^^^r^ao-f i»hJtCMAC^N'^'y hcO^f^StC^ U— jU-^x -y ^ i^— 
^VXFCS^^DLT. «mfi^i:LTLANl OOtCJiai-r^-:^. LAN 1 0 0 S: 
iti.xmMM^t L-rSftL/::eSg<7)MACr Hl-x^coMACyN'^'y h^rxf/^^l^-r 

UTKWtT. ""^-y hV-i^ilj CO r I p J ruh^Mzm.'t. 
[0064] 

r^-y hV-^a J CO I P J ro h3;Wl. iSJPSP 1 1 i7t:iiS»JI^«^4 1 tim^^t 

IP \ roh=?/l/COTo^^AtcfflS^^t><7)-C$)0. r h^v-xjK-hSj 
CP J ^Ttii ruDPj yuV^iVt^hm^tifz. me\iZfr<t. TC P's.-y :^i:TC Pr 
-:5^i:;^?^^^'S»TCPyN'^^y UD P^^y^i: U D PT-:^i:7&>^>^S U D P 

y>?^.y I Px-:^cO(^Si: LTSi^iiOh^C. I Pf-9lz I P>\ y r^'^rttSP 

LTti^^ilS I P^'N'i^^y bS:. MACx~5^^0|*!§fc LTS^ii^lgC. MACt^-^' 
CiMAC^'y^^mD'^'^^ ttci:Ofi^L/::MAC/^'ir.y f/aLrc J: 3 

--9-:t-y hj (CiS-r. — M"--^^-/ h J A^^?>j6^fL7tMACyN"^-/ h5:«fig-r&M 
ACT'-^;^^i;> I P/\'^'y h 5:5X0 aiL. I P^n'^ v h $:m-r^ I Px-^A^i^T 
CP^ytitiUDPcovN-^^y h?:KOaiLT. >" h^v-X.i^-hSj (O ^TCPj ^/::(± r 
UDP J rnhaMiig-To tfz. riPjrnh3;Wi. tarPj . riMCPjco 

[0065] 

r h 5 >'X4^- J CO r u D P J ro h =7;Ui. ±$JJt»S5 1 1 tfziimmW^4 1 A-'^ 
^f-rs ruDPj rahr7;Pcoro^^A(cffl^-r^t<50'Ci)0. -fcoia^O r-t^v-H 

3 yro^^A>!?-r^g§ixy::x~^^^. ^6(C*t'UDP'S'y^i:UDPT-:$^i:7&*io^ 
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[0066] 

f h ^ >'X,1<'- h/i J CO rrc P J ro h ±©JffllgB 1 1 ^t:iimmWi^4 1 

ruHf>'f--->'9 v^j St/ rrr>j^->-3y®j ?:*««-rs. ^smtpj . rpo 

y\'^r.y h^TCPx-^t LTffi^i6ii^T^ ^ IP sTxDhziMzm.'t-'n. ^ i Pj 7- 
nh3;U*-4>jggil?t I P^'N*:^ y h*>^>TCP^ y^^aifTCPx-^'*^^>^-g,TCPyN- 
^ y h^-KOaiLT. TCP^'yr(Cfej*$ilTl^^9B$fe,i^-h#-^(cStl£-t&±{2^ 

too 67] 

135 corn h3;Ux^'«y^tciDV^T. rsMTP j . rpoP3 j mf ^lpRj co^^ 

<^5J!!aata*^'Si.^rDh3;U'TS»&7ti6. ±»jt»g5i i<r>^ip^<nm.m (romi 2<or 

[0068] 

/vi/iL. ^^Sct^tc. s*JMfflig54 it±. r POP 3 J (r>oib(r>mm^-)\^^1^.<D^ 
-/9liZmthrx3h^Mzr>\^X\riroSmt^hhfzi^. rpoP3 J a>mm^-}i^^:c. 

[0069] 

Prnh3;m±&ia9±©J{aigBl ih^i. ±:T-y h'7-:?aft$»J{»^S^ffifiE:^^. t 

o 

[0070] 
[0071] 

I), f MAC^-y^-j (i. 4 8b'-y hco r^^feMACr Hl/X (|?lR(f;U— :$^2 0 OOM 
ACT Hl^:^) J . 48t'y hco rjuff AC T H l^;^^ j . St/^. 1 6b- *y hco r^- 
i?-- (cJ:0«^$iiSo M--^-- 5^>f7-j i±. <?5;c(i\ I Pro hayp^/t, r 
080 0 J T'^)»9. ARPrahp/U^^> ^0806 jVhO. I P v 6ra h nyU^^x^ 

r86DDj T*>0. 6. 

[00 7 2 1 

086^ I Pys*^^ y h(r>f—:$^^yMzr>\,^X^^. 
[0073] 

I Px-^^i?^^Aii. r I p/\.y^j /?if^Jo$iX7t 1^ I Pr-^ J i: LTtS^^^ix-S. I 
P^-y:^^c«i. 3 2t'-y hco riMfljcT KUXj 23:1/3 2 t' y hco r%$tr Kl/:^ (fi^J;i 
(^POP3-^->'N'igM3 0 l^SMTPl^-yNigg3 0 2cOI PTHl/J:^) j ip-^^tti, 
« 

[00 74] 
[00 7 5] 

UDPx-5^^^A(i, ruDP^yrJ^j *^W^Jo$iX7t ruDPT-:^j tLxm^^ti 
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[00 761 

HI OizTCPJ-i-y-y h£Or— rJ'^'^Atcot^T^f . 
[00 77 J 

TCPx-rJ'^^^AJi, rrcP^yr/j *<ftjD?n7^c rrCPx-^j tLXm^^iX 
TC P's y^lcJi, 1 6 h' y h<0 riM«7C.-K- h-S^j &t;f 1 6 b' y heo rjg^,-^- 
-•K-h25 (SMTP) . Ti^-haO (WWW) ^Srii-cO-^ xypy^^'-i^ 
-h) J ifi^ttlh. 
[00781 

01 i^v^Lai 4tc. ±jisg?i 0 cEfflS) &y^sii^sgs4o (*rra) to-eix-eiitcis 

[00791 

X-f y^l 0 KCiOLAN 1 0 0$:±^Sa5ffly<OLANejil^ffllg52 1 lC«0^;c.fc± 
■C(5fl!aS302) , ±«jS;^'f y ^6 l$:ON-r«, j:i:-C'±fl:jS 6 0*^ ^> coinage 1 

ox'com:t}^^^:^tth^■t^ mm.s303) . i!ass3 0 2. sosssoq r^^) a 

[00801 

jftsssoBtcBf^L-ci^agpi om<mMi^mit^^ti, ^-r. rami 3cr>wm<m 
co^m^m^mmirrT-ofcm (saas ion, fttT*tfcffl*s«s^^E3!3:as:?To^^m (3:5 
ss 1 0 2 ) . mmmizWff-ti>. 

[008 11 
[00821 

l!»f^ffi<^±^ag|5 1 OtctiV^Tti. ;^^A'-M 5(cJ;OM;^iBX-o7t:®^-f-:J'«oro-y 

^ 1 6-C«enSiJ|U:^l-^SMTP{~J:§SMTP-9-->'N'ga302$::)VL7tM I NlEm^X' 
C0^-;Pi*ti-^PSTN4 0 0^::frL?t7r^v-S 'J^ia40 1 ^t'-^iOG 3 7 r ^' 5 
*jmm. LPRtCiOPC 1 0 l^i:5!)^^>LANl 0 0 ^:^^LTE^6lJfi^5i^T^;tB^ 
T-'-^'corn-y:? 1 6lcJ:4EPSijai::>3. POP 3lt-wN'^S3 0 1 *»^>IX#L/;:eilS3S 
I MEJgje^-yP*><i,flX'3aiL;tHffllT-^'<ora y:J' 1 6(cJ: SEP)|ija}:^J=5:t'<7), 

'Ho, 

[00831 

ttz, i&f^^tctJft-S.ii&S^Ol'PiiL-C. «x^^*t®^?f*iIW^ffo. 
[00841 

3 0 1), SH*«^LTV^^<r^J©^(c:»i^*»*^^-rS* Tl^o (fiJfflrS 2 0 2«N o 
coyu-T) . 

[00851 

ZtX'fih. 
[00861 

*iIffiS2 0 2tc*ii^-C, W<7^i)^^-ti>t (WBrS2 0 2i7)Ye s ) , it:«M^f t'- 
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eoJ<y?(-:$'^=eU 1 4^<7)Wm:i:<^Wffm9mi:n':>fdk (MSS 2 0 3) . 01 1 
[00873 

as 2 04) , ^x^v^lTS^nvvF^riMftf (i!!lSS20 5 ) , 3y!;SS2 0 4(±. 
ift^W$Sjiffl#aiCffl^-r-&. ^tJ, 4^ / hV-i^fcJiLAN 1 OORtf-i y h3 

[0088] 

4CDNoc7);P-7°) . mms 2 0 5izMmLXSm^i>t (fllfrS3 04<7)Ye s ) . ;f 
•7 h'7-:7Plia^^t»^2rSft-r^ (jiftSS 3 0 5). 
[0089] 

SaaS 2 04. iSiaS 205. WS 3 0 4&1/MSS 3 0 5^0*x;f^^^fg*3V>' k 
[0090] 

raiifc^-r 1 0 tc , ±mm^ i o ^ s 2 o 4 tco^x ^t-^trs* 3 v y k ti , 

j 0 C y -t y h , 
[00 9 1] 

tfc. 5aa2 0 4<7)^-y h'7-:5'g8iIg^'li*S<0 rj^ffj leifMlSS 2^cOSiSffl?8 
[00 9 2] 

S<J^SgB4 OcrimWiS 3 0 4 ON oco/U— rici5tt'S.#ffS*3 W K«7)gfli£^(i, 7 
^:?^F s (omco^mizj: OtT^a. 0<0 y -b y 1 <7)^: -/ h*e®tc;^-5;t i: # 

fJ8lrS3 0 4<iYe si:^^. 
[00 9 31 

fJWf3 0 4*^Ye sh^o/^cfifjSf-, i21SMl^3 2t;:{i, 1 OA-f* rjuffj ^ti 

P«^:U 3 0tCS#a*nT^>l.4- y h V-^'WjIt5^ffi^^eiiac7)ftW^^: 'J 3 OcOBf 

S<7)|eit^yi(c«#iXtftfttc, ^co±^agPi OfflS*^^>ii*D§ix;t^-y h 

^W^tC^-irJ I L A N BMUmU 4 8 (CiS^-T 6 M A C T H ifiT):^ y h V - TO 

ii«o#ais^$:^,m-ri. (Jiias 306).3!aiiS305, S306<±. m.^mms:m 
Wi^^mz^^^-t h . 

[0094] 

111 6(C, ^-y h"7-2?Mii^^fi#<?)it*^t'J 3 0$r:rt-L/i±^SgSl 0*>^>S'Ma 
gS4 O-^cOiMSffiJ^oi^T^jlJWlc^t- . |310{c*-r J: d ic, ±^ag5 1 0PJW^°5^- 
^^* 'J 1 4io±ia<t^stffla-r4i£ii^«{i 4 atcis^ • leitsix-cv^i,^- / h-?- 

i?raSiS^ffi|g*^ ^^W^^: U 3 OtOlEiS«Ji3 2 $::ft-LTiiJ^ag64 OfflllO^'N-^;^-:? 

'J 4 4i0l(M#gtCfflS-r-l.ieitmi^{4 4 a(C«¥$iX|, , ^iXl,ZX K> , giJ^ggP 
40{i. >im3O6l,zX<0. i^^SgPl Otc:*Jft-i)«i:|31— co^-y hy-:?Mji<?)l$«2r 

[009 5] 
[0096] 

a) MAcrKu-xai/iUfiTc (e^a) iprKuxsr#tf. rsNMPng^w^j ti 

, M I BttfgT*).?), rpoP3Mjittfgj ti, P O P 3-9-->'< (-^-/\'gS3 0 1 ) <7) 
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[00971 

mmm^ 1 1 ii^taas o ecoiow^t^ff -^/it*, ^^sigc^S:3Sft-r^ (Mas 307 

) . ^<r> rjgffj tj. HI Sic^-Tiatc. * l> 3 0 <?)ifi1t«^ 3 3 <?DS^JS?^ 7 

7:5''F jiOl^O -fe y btC J: Off i:)fX-&, ^fc. 7 j CO 1 ^<7>-fe y h i:InlB#{C, 

fir®*7 7^^F s {iO tc 'J -fe y h . 
[0 0 981 

¥iM3 0 7tcJt^BL-C. ^SSPl Offl!|-C'(i. ji!ra2 0 6T-^«S^jS^^ rgflj . o 
^ , *{ia2 0 5 T'O tc 'J -fe -y h L?t: 7 j *i 1 iC^ofcCl i: L7t±T' { 5aa 
S 2 0 6 ) . i^iatt®:^^^^^-?^ HSrSiJSMS84 Qmf.zWS.-th (Sfl-SS 2 0 7) 
. -g-cOjMfit. Pl«t^t^^^U3 0<?)B»f^<OieitM^fctS*^§*i'&7 7;f^cO-fe y h - U 
■fe y htciO^OtOSiX'?) (HI 5T'{SI1^#B&) , 
[00 991 

mj^A y^eiSrOFFtc-rscittcio. ffit-rs («ias308) . -eittcio, 

f*. ±^MS1 0(i«)f^5:^^tcffitL, liJgg^ 4 0 co;^com?i»f^ t I. . 
[0 1001 

liilJffllSPl Hi. LANWm^-^ y^l 01CJ:')LAN100^§l|^aSP40c7)LAN 

fEj*©Jffli^4 8fJ{ci?]0}S!;t (Jiftassog) , lai 5(c:s^-r«t ^t-, ft*;^^:ll30«0 

« 

[01011 

j!!!SS3 12) . -ecOl4i-{4. iijJIBge4 OA^PO P 3-9-->'N'Jia3 0 1 tcri?^r^ LT 
^-/Uf-x y:?$rfTa^tcffl^^«.tcot'^»). ai 7{cS^L;tJ:-5tc. rpoPM* 
tfffij ±^Kg?l Otc*>»-^TiS^$:<x. 3!Q:as 3 0 5{cJ: OKf#tn:Wffit^>€. 

o 

[0 1021 

^MS3 13). jif^*%of^J®-^tc{i: (¥'MS3 1 3c7)Ye s ) , 01 Ico3yia30 2 
tcMO, Ma3 0 2&t^5fta3 0 3 2rff-5T. i^SSBl 0 2:i6fm®C::«llf 
[0 10 31 

WaiiS 3 1 3tCi3<r^T. ffi^f m^»f^A^^V^%^{Cl4, (*f|ffirS 3 1 3C0N o ) , Hi 3 
<7)38ia S 3 1 4 tc^tr-f S , 
(0 1041 

01 3Ct3V%T<4. LANl 0 OigifiOT'-^gfiJrSllg-rS («iaS3 14) . 

igcO^iH, SflLfvir'— rJ'*^'. S NMPro H3/H3jo(t'i>GE TS*t;(^S bc7)T'*)-? 

J&»Sr*4BlL («BrS3 15). GETS^Tibof^%&{C{4 (fiJBrSS 1 5tfOYe 
s ) . Bf^cOSNMP RE SPONSEfCj: I B+f^$:)MfitT (5!!;aS3 1 5 ) 
. 1 7tC3ltf, GETg^tCiPfrSM I Btf^KMm^OJtJgtCOV^Tti. iSfilK 1 

0«tc;aa-r'<t'ff^l4ttt::=5r< , SiJSIMgP4 Otc:*3UT^-r.5^>-y hV-^'fciO^D 
(0 1051 

-eixtc i 0 , »f^tt«t-$)/xlf , 1 0 A^T 3 S N M P r Q h- 3;l^-C'<7)#j!)p&t>tf fg 

(MI Bffi^) <7)-^»3t 0?:. «x^^.®icfcl,^-Ct±. gJ^ag54 OA^fWC'^ . ±^8 

h. 

(0 10 61 
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ICMP E C HO U^x;^htcSti~ I, JE^CJOilim^ ;t-y hV~^tc?^^ 
[0 107] 

»3 1 5^No. ttzii. 9m3 1 6<7)^<f»M3 1 7 (,Z^\,^Xf,i. 1 4(Ct5V^ 

T S Y N ^§fi L;^v:?i?-S7!;-& • 
[0 1081 

^mmcommizmhmmmmmmiTiti. m5iz^^j:oiz^ rcprnha/u 

SrfSffl'TSrruy-v'H Vti. r SMTP J. ^ POP 3 j &l/ ^ LPRj Thh—'fT 
. ^SMTPj «TCPrQhr7/l.$re^a»-^?>rai&-rSt<7)T'*)0. rpoPBjtc 

[0 109] 

tott. UDP-*?>TCP<^555t;K-h#^ {(^zMfit^^^TT'J y-i- 3 ycr^mm) IZ^ 
[0 1 101 

fJBr3 1 TtCiSt^T. SYNSrSftL^t^i^-^tcJi (WBrS3 1 7(?DNo) ,iai4iOW 
ilT3 2 0{C|ffft^*\ SYN^SfiL/ilt-^(c(i (^aiBrSB 1 TcOYe s ) , mi 5lC 

J: d , t y 3 0 coieiiffl^ 3 4 tcieit $ ix. A^swtcti. la 1 s tz^-r 1 3 

3 18) . if^. ^iELfcSYN^^1r-yhi:^<7)ttmmmtLXm^}2^tsZtX\ -e 
iOF'i^Sri^g^l 0Wca»l-r.5 (3S!iaS319) . -eUT. 0 1 1 3 0 2 {C^ 

tfL 3!aa3 0 2, «is3o 3$-tToT. 1 0 ^etftL, -e^TDi^agg 1 0 
\>^xnhtL^$ms 1 0 2 (f^) irzx o , iaas 3 1 sRWis-ms 1 9T'-fe-y si/iu 

[0111] 

[01121 
(01 131 

fiJIffS 1 7«No{3^<iai AcoPims 2 0{CJot^T{i, 1 ^^J'-f v*^:?-^ AT-^ h L;t 
^^A^SrWBiL. ^/i, Arn? h LTV^^i^iS^tcti (WBrS 3 0 2«0N o ) , ^a: 

3 1 2l,zmh. 
[0 1 14 1 

WaB3 2 0lCfcUT. :^'-f AT'^hLTt^^tcJi ( ¥«J®iS 3 2 OcOY e s ) . Hi 7{Cin 
L/iPOP3B8jift?glc«-:^t^TPOP3-9-->'<^a3 0 KCOr/'fVL, S^lfficO^cO 
^— /Pdf-yi7x2r^x y:?L 3 2 2 ) , fi«^-;U<^^rM^WBrL (^MS3 2 

3) , fi*;<-;UAJ^»,^ii^tc{i (¥iJBrS 3 2 3<7)N o ) , m^Jt-fU(^W^i:ffd!^m 
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. o^<3, 0$rlSf^-t*-^!t:>^*>^V->;ti6, o^T'^hLT (5433327) . 

^^±<r)^cr>/i'-y'^m'om-tf.zMz. mi 2<rmm3 1 2tcM^. 

(0 1 15] 

¥'JBfS3 2 3fc:i3V^t:. ff«^-;P/)«ft-:.^cJ©^tc:{i (*«BrS3 2 3cOYe s ) . 01 5 

izir^-rxoiz, ftw^t u 3 o<?)ieit^j^3 4(cEii$ix. mwtcti. la i sfc^-r i 
\t,z-^ yvth:ibx\ r 3gf -/pqr 0 J . ±jisgp 1 0 ffl3ica»-r-i. ( 9m s 

3 26 ) . -eLTIll l<:oMa3 0 2(CffffL. 54330 2, «ia3 0 3 ^||^tLT±^ 

asei o^«m:^flt|g*>if^$iiT^fi5ii-i.5aai o 2(^^^i^^mvm<,zx o . 

51133 2 6T'-fe-y hLfc7 5^<7):lJt^S-, i^BJfP 1 0iffl*<»^ (Sft-T^) Chtc^.!. 
(0 1 16] 

-eiltciO. ftff«t^-T'S)ix«\ i^agPl 0A^fif^POP3(cJ;^fr«^-/l'COf-x y 

a^l 0^<7)«:f]flt*&^ffitL/v;^i i:-ri>Ci:**"T'#. Hfia5!iS^ai<7)^-y h V-^' 
LTffd^g'POP3rDh3yUc<J;l.^6^^fT«^-;l'f-x'y;7»f^fc, *x 

(01 171 

^rii, POP3tcJ:&*r«>— ;U^x •y^<Ofli!ecDHCPTHU>?.|IIXf#U^xxh, S 

#'J:?Jc;?.htcoi,^-Cti. KttLTt I PT h'^-xS:i6f^tt®^cffli)«^5IS^SPl OfflltCji 
m-h. SNTPB$Sfl^^U:?x;^h(cov^Tti, i^^gg? 1 0 SJ^aS 4 0 1 T'J^ffl 

^s>jsriftfm®.(cfS4Sf*±^aisi oica*pLT±^aai offl!iio^tt@K<?5ia^tcRB* 

aSJl omi. ftW^t 'J 3 0Sr:n-fCaiJ§iagB4 Offl|coi^U-IllSS*>iJ,l^^jjpgSr]iXi#-r 

I.. 

(0 1 18] 

01 9{c, HI itosaai 0 2<r>ixxTikmk^nm9m<r>s,^tifi^j:^m^mi.zr>\.^x^^^ 

(0 1 19] 

iBiiaicfcv^T, ^-r, m sic^-riacc ±t:t;'{ty 3 0£7)iEiiM«£3 4ciaii$fL. 
* (ffio) ^5ii2-ri.« 

(0 120] 

-ecOfe*, Sl^J'f-yU^f^l-^^&tCti (^JBIfS4 0 2C0No) , 5534 0 6 tCattf*^ #r 
«^-;P*<J)'i>^^lC<i (*'lffirS4 0 2cOYe s ) , 01 b\,Z7nLtzX^f,ZJ^7;<—?it- 

* u 1 Ami^miA atcg^ • Kis^ixTv^s^-y h'7-'?mmwL^'mm (A«^^r 

I^^{i017#ra) $:#BSLT, LANf£j*$ilPgP2 1 ^fflt^T POP 3-9-ws:^S3 0 
Itcorj^'f (5&aS40 3) , fr^^-zUSrlXf^LooB^^fll^S 1 6(c^L ( 
5438 4 04) , D^'T'^ h L/cf^ (5435405) , 54334 0 4-C'gQ Lit 

yi'C7)5^:ft:{cM i MEig^T:S:^?i|tc^?^-(k$ii/cliaiT-^'&m^LTra y l 6{CJ; 
')ieil«E(cEpeiai^J-r'& (54334 06) , ^fc. 5434 0 6{c*iV^T. 5433 4 04 T- 
W^Lfzmm^-i\^<^^i)^mm(r>T^:^h'r-9X'^i>m^l,z\,i^ -eixSrHfilT-'-^'tc: 



ft 
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10 12 1] 
(0 1221 

«aa4 06, iJt«±. *'M4 0 2<5:)NotCigl'>Tfi=ijix639lSS4 0 7{Cijl,%T{i. 01 

m%:m.^iiit (Sfifl.) CfcT'. EpgijT-^'gficT)* (ffil) 4£ (<iO) ^?gi2-r6. 
10 123] 

Sfi$> (^laJirS 4 0 ScOY e s ) . ^W^* 'J 3 0c7)|fiif^l^3 4{C|g|g§ 

it, flWsWtCJl. 0 1 8 tC^K-r J; 0 (C, WJlg^il77^Fp, SYNVN-^yh. 

<7), sYN^N'^ y h$-eg;^iai-r (Stasfi^i,) cfc, sYNVN-^y h^-LANfSjMSij 

m^2 1 $::ri-LT4^SfiL?t:t,coi:^=5rL-C, Jilf*, L AN{£j^SiIt»gg2 1 SrfflV%TSY 
N/ACKiM(i, ACK«fiOTCPff^7x-XtCfSi,^0i: OcOf*. LPRrohn 

■^-^3!!!:fflSrtTl^ (3!!iaS4 1 2) . TC P^i /i^a >'Wllftf07x-X^:^f ('^55384 1 

3) - ^m^mi-fh. 

[0 1 24] 

ClixiciO. «x^x:yt®tct>uTSiISiagP4 03&««ltt}L3t renBiJr-:?gfii5 19 j ^^f^ 
^^-{ci5(t^±^Ma? 1 0 T'iE L < ^-thZ. t i. . 
[0 125] 

^ti, i!Q;ii4 1 2^C^Dl.^T(ig^IL;'cE^)i'Jfi^cM<7^a^f■'-:?^0^T$:^.^-^/::^®il^^ 
ai 9CS«L-C. 3!aS4 1 ST'TCP-t-yi^H^SrflJffirLTtf^-C'BiiSmissSl 936>^> 

[0 126] 

a±.mmLtzJ:diz, ^mm(r>mmizj:tn£^ i^agpioji, ufm^icfei^TJi, ± 

[0 127] 

)^x±m.mLtzmfi^(nmmt.zii\,^x<,i. ^wn^miSi9mmm.f.zmmLfztK ^ssbji 

{i-eit{clSA,-r, ga**Oit^:^:^$r?«»-rSft?gf<7)*V^T-:J'3i!iSS-#5^ y h 
[01 28] 

**S£eDjg®{c(^-i.afflij!aaiia 1 (c*jv^T<i, ±^as5 1 obm^muA o t to 

iOtfo/cj&i. ±^^^1 OfciiJSIBS?4 0t5rBrSo^a(^-<>':5'-7x-xtcj:i9^ 

s^a^4o<4, ^-y h7-^aftftff^«a»ffli8<:oM»i^, ±^ag?i o^6om:;;jflt 
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(0 1 34] 

~c^^ifi.tzm{Sif-9 osftatg ^-smt-th. ^i.{fpoP3tcj:^«f^^-yp^^o 

m^mttch, ^mcj;^. *x:t^4^ffi$r*ft^t'g'. v^-5-?-9+^^*^x;t^^m^i#l> 

(03 1 ^%^R<rimi<r>mm^in^hmiSL9mmm.<7y±^m.^<r)zrx3y9mmz->\,^x^'t 
mx'h h . 

(04 1 ^wR(^mimmiz\^hmis^9mmm.(^wi^msi<r>ruy9mmz':»\^X7i^-t 
mx'h h , 

(05 1 :i^?&^m&(r>mmi.z{^hmiSi9Si^mizii»hyvi h ^yux^- •/ ^tcov^x^n 

(06 1 MAC'S •y:J''i:IVlACx—:J'i;3!;>«^^4MACyN-ir.y hco<t^tc-c>(,*-CjF^0r 
[07 1 MACy<^r.y hcOr-rJ'rr^Alcov^-C^-rSX'^)-!). 



( 19) 



1*^2005-45301 (P2005-45301A) 



[HI 2 1 HI 2ti^iz. ±^^gs&ixi»j^ggp<:o-en'entcfc(t€>Ma^mtcov^^ 
[013101 iRx/mi 2mz. ±mm^Rv^mm^co^ti^c:tiizi5^iri>^mmR(^z 
[0141011.01 2&i/mi 3mz. i.mm^&x/w\mms!^<7^^ti^'tx,iz^ifhm 
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